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Introduction

The Shield Endpoint Android Client

. Filters malicious traffic to and from the device, including applications and browser
. Provide access to services based on the registered identity on the device

. Allows users to manage an allowlist

Installation

APK

Shield Endpoint for Androidis installable from an APK file. Ask your administrator for the latest
installation APKif you do not have access toit.

From your Android file browser, tap on the install file to begin. It should only take a few seconds
fortheinstallationto complete.

151 X @B 153 X0 %

< Downloads H < Downloads

Download Download

Nov 21, 2023 Nov 21, 2023

IntrusionShield2008-2.zip : IntrusionShield2008-2.zip

15.96 MB, Nov 21, 20 0 15 v 21,207

Intrusion$|

hield2008-1.zip IntrusionS!

21,20 : ¢9 Shield Endpoint 15.96 B, Nov

Do you want to install this app?

hield2008-1.zip

1,202

IntrusionShield2008.zip : IntrusionShield2008.zip

15.96 MB, Nov 21, 2023 ° 15
CANCEL = INSTALL

Endpoint_v2008 (2).apk : Endpoint_v2008 (2).apk

18.55 MB, Nov 21, 2023 ° 18.55 MB, Nov 02

v 21, 202

Endpoint_v2008 (1).apk : Endpoint_v20
18.55 MB, Nov 21, 2023 S 18.55 MB, Nov 02

Endpoint_v2008.apk : Endpoint_v2008.
18.55 MB, Nov 21, 2023 : 18.55 MB, Nov

Shield Endpoint was installed. Open
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Google Play Store

Android Endpoint is also available as download through the Google play store. You will first
receive alink to become part of the internal test team. Follow the link, and you will see this
screen. Click on “download it on Google Play.” You will be redirected to the Google Play store
and be prompted toinstall the app.

11:48 XM B P -

X o5 Android App Testing - Google Play

play.google.com

< Google Play

A com.intrusion.endpoint
& Welcome to the internal test program for A
com.intrusion.endpoint (unreviewed) (unreVIewed)
If you have the app installed on your device, you will receive —
updates to internal test versions as they become available. nsa
If you don't have the app installeq§ downloa n Google Play. l
It may take a while for you to receive updates. Rate this
Certain data on your use of the app will be collected and Tefiothers »
shared with the developer to help improve the app. i\f

You can leave the testing program at any time. You can also ) )
switch to the public version of the app if that's available. Write a review

To get the public version:

App support
1. Remove the testing version from your device
2. Inst I uk V on on Google Play
It may take a few hours before you can download the public About this app ->
version.

You are downloading a test build that has not been verified. Ensure you know

the developer before downloading this build to your device.
LEAVE THE PROGRAM
Libraries & Demo |

Google Play Terms of Service - Devices Terms of Sale - Privacy Policy

Ul Dashboard
Afterinstallation, open the Shield Endpoint from your app list.

The central Shield iconis the one-click master control of the Shield Endpoint for Android. When
tapping on the Shieldicon for the first time, the Android system will ask about allowing a VPN
connection. Select OKto proceed.

Connection request

Shield Endpoint is requesting
permission to set up a VPN connection
that will allow it to monitor network
traffic. Only allow this if you trust the
source.

An icon will be shown at the top of
your screen while the VPN is in use.
Allow?
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When attempting to connect the first time, you will see a popup prompting you to activate the
device. Select OKto proceed. You willbe redirected to the activation screen. Enterthe

activation key given to you by youradministrator. Select Activate to proceed, then select the
back buttonto navigate backto the home screen.

1149 X AMSB - 1149 X AMB 1150 X AMB -

< Back ( Back

Activate Shield Activate Shield

Activation Key Activation Key

An activation key must be set before Shield
Protection can be enabled. Press Ok to continue to

Device Name Device Name

registration menu

CANCEL OK

E Activation was successful.

When the Shieldiconis grayed out, the Shield filtering and any registered identities are all
inactive. When the Shieldiconisin color, the Shield filtering and identities are activated. Note
that while the master control for the Shield Endpoint may be activated, the individual controls
forfiltering and identities may be enabled or disabled in other parts of the app.

Tap to Connect - Tap to Disconnect &)

2,

Shield Protection Shield Protection

Enable Shield Filtering to protect your device from potentially harmful

Enable Shield Filtering to protect your device from potentially harmful
connections.

connections.
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Shield Filtering

When Shield filtering is active, web browsingis filtered through Intrusion Shield rules.

Connections to trusted sites will be allowed.

306 @ MB CACOAN |

X % Cyber Threat Intelligence | Intrusion < 0

intrusion.com

Intrusion =5

APPLIED THREAT INTELLIGENCE

Expose malicious

communications other
solutions miss.

Your biggest security issues are the ones youdon’t
know about.
Start uncovering your network’s missed connections.

LearnMore —>

Connections to untrusted sites will be refused.

ir lent.
X @ antalent.com
irantalent.com

m

This site can't be reached

irantalent.com refusec

Try

Checking the connection

ONNECTION_REFUSECL

Details
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X o5 The New York Stock Exchange | NYSE < 0

nyse.com

Community happens here.

Today's market

Michael P. Reinking, CFA
Sr. Market Strategist

March 26, 2024 at
2:00 p.m. EDT

X ® irantalent.com
irantalent.com

o

This site can't be reached

irantalent.com re

Try:

Checking the connection

Details




Ul Main Menu

Tap on the Main Menu on the top left to access more controls.

e Protect - Select this to have more granular control over how Shield filtering works on your
device.

o Shield Status - Enable or Disable this to control Shield filtering without affecting the
access granted toregisteredidentities

o Allowed Sites - List of sites allowed by the user afterit was blocked by Shield

o Blocked Sites - List of sites blocked by Shield. The user may choose to allow any
from this screen

e About - Viewinformation about Shield Endpoint for Android including product
information, Privacy Policy, and app version number

e Feedback- Sendfeedbackto developers@intrusion.com

e Support - Access the Intrusion support website

Tap to Disconnect )

Dashboard

Protect

About

3

. - Feedback
Shield Protection

Support
Enable Shield Filtering to protect your device from potentially harmful
connections.

2

Shield Endpoint
For Android
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Blocked and Allowed Sites

From Main Menu -> Protect -> Blocked Sites, review sites blocked by Shield Endpoint.
Tap onanentry onthe Blocked Sites screen, then select Yes toremove it from the Blocked Sites
screen and add it to the Allowed Sites screen.

1:45 o o o @ - 1:45 oy o o @ -

< Back < Back

Blocked Sites Allowed Sites

Baidu.com www.tencent.com

irantalent.com

Irantalent.com
Block Site

www.tencent.com Are you sure you want to remove access to this
site?

baidu.com

In this example, when www.tencent.comis allowed, the user may access it evenif Shield filtering
is active. To beginblocking the site again, tap onits entry and choose Block Site.

B MBS
Tencent f&ifl

tencent.com

1:45 o o i @ -

o=
=0

Tencent il

Block Site

Are you sure you want to remove access to this

site?
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Client - Active Directory |[dentity Enrollment and Usage

An Identity on the Shield Endpoint allows your device to access internal services. This uses Zero-
Trust tunneling that allows traffic to flow to and from only trusted services and endpoints. Fora
guide on provisioning endpoints and services, please review the Shield Endpoint Admin Manual.

*Note* That this section assumes that you already have an Entra ID work account on your
Android Device. If you do not have an Entra ID account on your Android device, orrunintoissues
with the enrollment stepsin this section, see the next section "Adding Entra ID Account on
Android Device"

1. Tostart, tap on ADD IDENTITY symbol on the top left of the dashboard. Scrolldown to the
last optionand choose LOG IN.

Add Identity

Tap to Disconnect Y

ﬁ'zlgg@
( ) B

Shield Protection With Camera or QR App

Enable Shield Filtering to protect your device from potentially harmful
connections.

Add through Active Directory

A

I Add Identity I
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2. If youradministrator has configured your EntraID, choose your EntralD account and
authenticate if needed. If your Entra ID account has been configured correctly by your
admin, then anldentity will be successfully added.

Pick an account to continue
@ Giovina.Draghi@intrusion.com

+ Use another account

Loading identity...

$?

@ shield Protection

Enable Shield Filtering to protect your device from potentially harmful
connections.

@ 85e58b11-d37c-4fae-99a7-9d1a94cbf2fa 0

enabled services

3. Tap ontheldentity onthe dashboardto seeits details. Services available to you at the
bottom of the screen are provisioned by your administrator. Tap on an entry to connect to

the service through the browser.

300 @ ™M B

< Back

85e58b11-d37c-4fae-99a7-9d1a9...
Network https://ada02ff9-f872-43ed-9f26-b8aaf809a0bf.production
Status Active
Enrollment

Services FORGET THIS IDENTITY

RoboCop Dashboard 443

gitlab.intrusion.com 22,80, 443,9443

kbclient01.intrusion.com 22,443,8091, 8124
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O (5 gitlab.intrusion.com/users/sign_in

GitLab

OpenLDAP Standard

OpenLDAP Username

Password

[JRemember me

A complete DevOps platform

GitLab is a single application for the entire software development
lifecycle. From project planning and source code management to CI/CD,
monitoring, and security.

This is a self-managed instance of GitLab

10

Tap to Disconnect &)

>




Adding Active Directory Account on Android Device

1. Onyour Android device, make sure both the Shield Endpoint and Microsoft Authenticator
areinstalled.

2. Gotodevice Settings -> Search for Accounts -> Add an account.

Battery
100% & Accounts

5
Q ¢
&

Display
Wallpaper, sleep, font si

ACCOUNTS FOR OWNER

Sound
Volume, vibration, Do Not Disturb

Storage

64% used - 2.87 GB free Work account

Privacy Add account

Permissions, account activity, personal data

Automatically sync app data
Location Let apps refresh data automatically

0On - 2 apps have access to location

Security
Sereen lock, fingerprint

o
(=)
®
(0

Accounts
Google and Work account

Accessibility
Screen readers, display, interaction controls

Digital Wellbeing & parental controls
Screen time, app timers, bedtime schedules

© Q|0O

4 ® ]

3. Select 'Work Account’. In the following menu, log in with your user account. You will be
promptedtologintothe account.
a. The ‘Work Account’ option only shows up when Microsoft Authenticatorisinstalled.
Thisis the only way to reliably register a device in Entra ID. The account will
automatically be added to Authenticator when doing this.
b. Itisrecommendedtouse anadminaccount, or atleast an account with permissions
to consent to external apps on behalf of your organization.

(_
€ Add an account Q Workplace Join
Join this device to your
M Exchange & workplace to access
organization resources, such as
web applications, and modern
G Google line of business applications. By
[¢ entering your user credentials
assigned by your organization
L‘ Meet below and clicking the “Join”
+ button you agree to the Licenc
lerms. Click here to read the
M Personal (IMAP) Privacy Statement.
Please enter the user id assigned ®
M Personal (POP3) by your organization
. 5:\',[‘]‘:‘1)'1&-\!kXL:I\[)‘HL'UH'
IH Work account I
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4. Youwillbe askedto choose a certificate type, just leave it at the default asitis not used.

You can choose whatever name you want, as thisis also not used.

Choose a certificate type

(® VPN & app user certificate

O Wi-Fi certificate

Cancel OK

Name this certificate

Certificate name

Cancel

OK

5. Hit Ok onceyou are done. You should now have awork account listed.

Once the device has beenregistered, the Entra ID integration will pick it upin15 - 60 minutes,

depending onthe sync frequency set by youradmin.

Support

If you have any questions or would like to make any feature suggestions, please reach out to our

customer support team.
Support@intrusion.com
1-888-637-7770 and use option 3.
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